
 

 
 

Position Title: IT Manager                 Date: June 2022 
 
Reports To: Director of Policy and Strategic Initiatives             Location:   GWC  
 
I. Position Summary:    
 
The IT Manager is responsible for the oversight and operation of all Cathedral Square information 
technology systems at 20+ remote sites.  The IT Manager leads a small team of dedicated technical 
and administrative support positions.   The manager oversees daily network administration, 
planning and implementation of hardware and software purchases, and troubleshooting and 
maintenance of hardware, software, and networks. The Manager also oversees and provides 
technical assistance and training to staff and develops and monitors the annual IT budget and five-
year budget plan.  
 
 
II. Principal Responsibilities: 
 

1. Information Systems and Technology 
 Ensure the security, functionality, and availability of all computers, networks, 

hardware, software, servers, printers, faxes, cell phones, VOIP phone systems, security 
camaras and other communication devices owned and/or operated by Cathedral Square.  

 Monitor and analyze potential threats to data and network security, and implement 
technologies to address them. 

 Conduct risk assessments and maintain regular security policy reviews and updates. 
 Convey the importance of security initiatives to leadership. 
 Research and troubleshoot problems and provide or arrange for technical support as 

needed to correct problems. 
 Serve as Security Officer to maintain privacy and security according to laws and 

regulations, including those relating to HIPAA and Protected Health Information. 
 Keeps all equipment in good working order and performs routine maintenance and 

repairs as needed.  
 Supervises and mentors the IT Support Technician and Administrative Support 

position. 
 
2. Network Administration 

 Provide daily oversight and administration of company-wide networks.  
 Ensure data security, including maintaining firewalls, antivirus and malware software 

on all workstations and servers. 



 Strive to maintain a network with 24/7 functionality. 
 Maintain daily, weekly and monthly backup systems. 
 Work with, direct and oversee consultants as needed. 

 
3. Troubleshooting and Maintenance 

 Oversees the set-up and installation of all IT systems, software and equipment for new 
employees. 

 Prioritize upgrades and maintenance work for all workstations and severs and 
communicate plans in advance to department heads and others affected by upgrades 
and maintenance. 

 Support and assist staff in providing PC/Network/printer troubleshooting and 
maintenance at all locations 

 Scheduling and implementing PC preventive maintenance, responding to users’ problems 
within the required timeframe, and providing on-site training.  

 
4. Phone Administration and Maintenance 

 Manage the Cathedral Square phone system, set up new users at all CS sites, and 
administer CS cell phones and the accounts of those assigned to have them. Maintain 
internet and phone service contracts, and resolve issues with vendors. 

 
5. Disaster Recovery 

 Create and maintain documentation for the IT portion of disaster-recovery plan. 
 Create a data-redundancy system for CS as part of a disaster recovery plan. 

 
6. Planning and Documentation of Systems 

 Maintain documentation of networks, servers and security camera systems. 
 Maintain documentation of all PCs, hardware and software 
 Continually evaluate and research hardware/software needs to keep CS current. 

 
7. Staff Support and Training Evaluate Cathedral Square’s overall IT needs to ensure 

employees have the tools to perform their work.  
 Evaluate training needs and make recommendations, and coordinate and prioritize 

training needs with department heads. 
 Provide and/or coordinate software training for staff, and provide software support as 

needed. 
 

8. IT Budget Preparation and Monitoring 
 Track and maintain IT annual budget and expenses. 
 Analyze and submit annual budget projections. 
 Lead team to develop a five-year IT budget, including an annual review process. 
 Recommend technology purchases appropriate to meet CS needs and oversee 

competitive bids. 
 Negotiate the purchase or lease of IT systems, services and products with external 

consultants and vendors. 
 



 
III. CS Standards of Conduct: 

 
 Demonstrates commitment to the mission and values of CS. 
 Communicates respectfully and effectively with all co-workers, residents, families, 

vendors and others. 
 Protect the privacy and confidentiality of information related to residents, families, staff 

and general CS operations. 
 Embodies CS’s commitment to equity, inclusion and diversity in all its forms, both 

personally and professionally. 
 Communicate a positive image about CS to the community. 
 Adheres to all safety practices, rules and standards throughout the workday. 
 Demonstrates a commitment to quality and proactively seeks to improve  systems and 

processes. 
 Maintains a professional appearance that is appropriate for their position. 
 Demonstrates a commitment to integrity in work habits and use of CSC resources. 
 Willing to perform duties as assigned that may be outside one’s principal 

responsibilities.   
 
IV. Minimum Qualifications:     

Bachelor's or master’s degree in business, computer science, information technology or a related 
field or equivalent work experience. At least 4 years’ experience in systems administration, 
TCP/IP, information security/authorization profiles, system administration of Windows 
networks/systems, and server management. Must have 3 years’ experience in implementing and 
enforcing network security throughout an organization, including at remote sites, and 7 years’ 
experience in installing, maintaining, configuring, and ensuring the integrity of computer software. 
Should have knowledge and thorough understanding of Cisco appliances, Microsoft 365, Windows 
Server 2012-2019, Active Directory, and SonicWALL security appliances. Experience with 
VMWare vSphere, VEEAM, Barracuda backup appliances, Barracuda networks and Cisco 
wireless technology highly desired. Knowledge of and experience with HIPAA laws and 
regulations highly desired. Ability to participate in on-call rotation and travel to CS sites.   

Requires supervision/team management experience and excellent communication, listening 
interpersonal, analytical and organizational skills. Must have a valid Vermont driver’s license and 
reliable transportation. 

V. Working Conditions and Physical Demands: 
 

 Ability to handle multiple projects at one time 
 Must be able to self-direct 
 Must have the physical and mental abilities to perform the essential job duties  
  Prolong periods of sitting and/or computer work   
 Ability to lift up to 50 pounds 
 Willingness to travel 



 
 
Note:  Non-Essential Duties are noted with an asterisk. 
 
Employee Name (printed)_____________________________________ 
 
Employee Signature__________________________________________     
  
Date:__________________ 
 
 
 


